Certified Cargo Screening Program (CCSP)
Overview

>

The Implementing Recommendations of the 9/11
Commission Act of 2007 mandates 100% screening of cargo
at the piece level, originating in the U.S., and transported on
passenger aircraft by August 2010. Industry is required to
attain 50% screening no later than February 2009.

Current exemptions and alternate means of screening for
shrink-wrapped, strapped, and banded shipper pallets will be
eliminated.

These changes are expected to cause significant air cargo
handling delays at airlines where all screening is currently
performed.

The CCSP enables Certified Cargo Screening Facilities
(CCSFs) to screen cargo prior to acceptance at the freight
forwarder or air carrier.

The CCSP provides a mechanism by which industry may
achieve 100% screening without impeding the flow of
commerce and continue to shrink-wrap, strap, and band
pallets.

CCSFs must:

— adhere to stringent security requirements set by a TSA
security program,

— initiate and maintain the integrity of cargo through
chain of custody measures,

— permit onsite validations and periodic inspections, and
— screen cargo at the piece level.

Who Can Become a CCSF?

>

>

3PLs, manufacturing facilities, warehouses, and distribution
centers may apply to become a CCSF if their facility directly
tenders cargo to a freight forwarder or air carrier.

Freight forwarders are also eligible to apply.

CCSP Benefits

>

>

Decreased cargo delays and expedited supply chain flow.
Ability to continue to ship certain cargo types without
potential invasive screening later on in the chain.

Ability to shrink-wrap consolidations and build bulk
configurations.

Avoidance of potential cargo screening fees by entities later
in the supply chain.

CCSP: Phase One

e

TSA will pursue a phased rollout approach with limited
groups of supply chain entities in a total of 9 cities throughout
the first half of 2008:

— Round 1: San Francisco, Chicago, Philadelphia
— Round 2: Los Angeles, Dallas, New York/Newark
— Round 3: Seattle, Atlanta, Miami

Entity Standards for CCSFs

> Physical Access Controls:

Procedures and mechanisms must be in place to prevent
unauthorized entry to facilities where Certified cargo is
screened, prepared, and stored; maintain control of
employees, contractors and visitors; and protect company
assets.

~ Personnel Security:
Processes must be in place to screen prospective
employees and contractors to TSA standards, and to
periodically check current employees with unfettered access
to passenger air cargo.

» Procedural Security:
Security measures must be in place to ensure the integrity
and security of processes relevant to the transportation,
handling, and storage of cargo throughout the supply chain.

~ Physical Security:
Cargo handling and storage facilities must have physical
barriers and deterrents that guard against unauthorized
access. Examples include fencing, gates and gate houses,
parking restrictions, building structure requirements, locking
devices and key controls, adequate lighting, and alarm
systems and video surveillance cameras.

~ Information Technology Security:
Processes must be in place that provide for password
protection of user accounts and identify improper access or
the altering of data on automated systems.

» Facility Validation:
Allow initial and recurring validations by TSA or a TSA
approved organization.

Chain of Custody Standards

Supply chain participants are required to maintain chain of
custody standards for Certified cargo. The standards are broken
into 3 categories, including:

» Documentation
Information must be documented and must travel with the
shipment.

» Application
Tamper evident measures must be applied to cargo or
conveyance method prior to departure. Examples of
acceptable technologies include tapes and labels, ISO
compliant truck seals, and tamper evident shrink-wrap
solutions.

» Authentication
Documentation must be authenticated upon receipt at each
regulated party and processing point in the chain of custody.

Additional Information
» Application information will be available in mid-2008.

» For additional information or questions, please email:
CCSP@dhs.gov.

All information subject to change during program development. Version 2.0


mailto:CCSP@dhs.gov.

Below is more detailed information on our forums for Indirect Air Carriers (freight forwarders) and
shippers:

Miami (MIA)

Date: May 5, 2008

Time: 1:30 — 3:30 pm

Location: Courtyard Marriott Miami Airport South
Address: 1201 NW LeJeune Road, Miami, Florida 33126
Phone: (305) 642-8200

Atlanta (ATL)

Date: May 6, 2008

Time: 1:30 — 3:30 pm

Location: Sheraton Gateway Hotel Atlanta Airport
Address: 1900 Sullivan Road, Atlanta, Georgia 30337
Phone: (770) 997-1100

Seattle (SEA)

Date: May 8, 2008

Time: 1:30 — 3:30 pm

Location: Hilton Seattle Airport & Conference Center

Address: 17620 International Boulevard, Seattle, Washington 98188

Phone: (206) 244-4800

As hotel space is limited, please RSVP at:

https://www.surveymonkey.com/s.aspx?sm=R 2bMQ05y52 2btG 2f34ZIP88PxQ 3d 3d
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